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The Foreign Intelligence Surveillance Act:
An Overview of the Statutory Framework
and Recent Judicial Decisions

Summary

The Foreign Intelligence Surveillance Act, 50 U.S.C. § 1801 et seq., as passed
in 1978, provided a statutory framework for the use of electronic surveillancein the
context of foreign intelligence gathering. 1n so doing, the Congress sought to strike
a delicate balance between national security interests and persona privacy rights.
Subsequent legislation expanded federal laws dealing with foreign intelligence
gathering to address physical searches, pen registers and trap and trace devices, and
access to certain business records. The Uniting and Strengthening America by
Providing Appropriate Tools Required to Intercept and Obstruct Terrorism (USA
PATRIOT) Act of 2001, P.L. 107-56, made significant changes to some of these
provisions. Further amendmentswereincludedinthelntelligence Authorization Act
for Fiscal Year 2002, P.L. 107-108, and the Homeland Security Act of 2002, P.L.
107-296.

On May 17, 2002, the U.S. Foreign Intelligence Surveillance Court (FISC)
issued a memorandum opinion and order written by the then Presiding Judge of the
court, and concurred in by all of the other judgesthen onthecourt. Theunclassified
opinion and order were provided to the Senate Judiciary Committee in response to
a letter from Senator Leahy, Senator Grassley, and Senator Specter, who released
them to the public on August 22, 2002. In the decision, the FISC considered a
motion by the U.S. Department of Justice “to vacate the minimization and ‘wall’
proceduresin all casesnow or ever beforethe Court, including this Court’ sadoption
of the Attorney Genera’s July 1995 intelligence sharing procedures, which are not
consi stent with new intelligence sharing procedures submitted for approval with this
motion.” The FISC granted the Department’s motion, but modified part of the
proposed minimization procedures. While this FISC decision was not appealed
directly, the Department of Justice did seek review of an FISC order authorizing
electronic surveillance of an agent of aforeign power and of an FISC order renewing
that surveillance, both subject to restrictions based upon the May 17" memorandum
opinion and order by the FISC. The U.S. Foreign Intelligence Surveillance Court of
Review reversed and remanded the FISC orders on November 18, 2002.

Thisreport will examinethe detailed statutory structure provided by the Foreign
Intelligence Surveillance Act, as amended (FISA), and related provisions of E.O.
12333. In addition, it will discuss the decisions of the U.S. Foreign Intelligence
Surveillance Court and the U.S. Foreign Intelligence Surveillance Court of Review.
There have been anumber of bills introduced in the 108™ Congress which propose
amendmentsto FISA. Whilependinglegisationisnot thefocus of thisreport, it will
touch briefly upon H.R. 1157, S. 22, S. 113, S. 123, and S. 436.
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The Foreign Intelligence Surveillance Act:
An Overview of the Statutory Framework
and Recent Judicial Decisions

Introduction

On October 26, 2001, President George W. Bush signed P.L. 107-56, the
Uniting and Strengthening America by Providing Appropriate Tools Required to
Intercept and Obstruct Terrorism Act or the USA PATRIOT Act. Among its
provisions are a number which impacted or amended the Foreign Intelligence
Surveillance Act, 50 U.S.C. 8§ 1801 et seg. (FISA). For example, the new law
expanded the number of United States district court judges on the Foreign
Intelligence Surveillance Court and provided for roving or multipoint electronic
surveillance authority under FISA. It aso amended FISA provisionswith respect to
pen registers and trap and trace devices and accessto businessrecords. In addition,
FISA, as amended, substantially expanded the reach of the business records
provisions. The amended language changed the certification demanded of afederal
officer applying for a FISA order for electronic surveillance from requiring a
certification that the purpose of the surveillance is to obtain foreign intelligence
information to requiring certification that a significant purpose of the surveillance
istoobtainforeignintelligenceinformation. FISA, asamended, al so affords persons
aggrieved by inappropriate use or disclosure of information gathered in or derived
from a FISA surveillance, physical search or use of a pen register or trap and trace
device a private right of action. Of the amendments made by the USA PATRIOT
Act, al but the section which increased the number of judges on the Foreign
Intelligence Surveillance Court will sunset on December 31, 2005. Subsequent
amendments to FISA were made by the Intelligence Authorization Act for Fiscal
Year 2003, P.L. 107-108 (H.R. 2883), and by the Homeland Security Act of 2002,
P.L. 107-296.

On May 17, 2002, the U.S. Foreign Intelligence Surveillance Court (FISC)
issued an opinion and order* written by the then Presiding Judge of the court, U.S.
District Judge Royce C. Lamberth. All of the other judges then on the FISC
concurred in the order. The opinion was provided by the current Presiding Judge of
the FISC, U.S. District Judge Colleen Kollar-Kotelly, to the Senate Judiciary
Committeein responseto aJuly 31 letter from Senator Leahy, Senator Grassley and

Y Inre All Matters Submitted to the Foreign Intelligence Surveillance Court, 218 F. Supp.
2d 611(U.S. Foreign Intell. Surveil. Ct. 2002) (hereinafter FISC op.).
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Senator Specter.? On August 22, 2002, the unclassified opinion was released to the
public by Senator Leahy, Senator Grassley and Senator Specter.

In the memorandum opinion and order, the FISC considered a motion by the
U.S. Department of Justice “to vacate the minimization and ‘wall’ proceduresin all
cases now or ever before the Court, including this Court’ s adoption of the Attorney
Genera’s July 1995 intelligence sharing procedures, which are not consistent with
new intelligence sharing procedures submitted for approval with this motion.”*® In
its memorandum and accompanying order, the FISC granted the Department of
Justice’ smotion, but modified the second and third paragraphs of section 11.B of the
proposed minimization procedures.*

The FISC's May 17" memorandum opinion and order were not appealed
directly. However, the Justice Department sought review in the U.S. Foreign
Intelligence Court of Review (Court of Review) of an FISC order authorizing
electronic surveillance of an agent of aforeign power, subject to restrictionsflowing
from the May 17" decision, and of an FISC order renewing that surveillance subject
to the same restrictions.® The Court of Review reversed and remanded the FISC
orders.® Thisopinion, thefirst issued by the U.S. Foreign Intelligence Surveillance

2 See, Statement of Sen. Patrick Leahy, Chairman, Committee on the Judiciary, “ The USA
PATRIOT Act in Practice: Shedding Light on the FISA Process’ (Sept. 10, 2002),
http://leahy.senate.gov/press/2002209/091002.html; “Courts,” National Journal’s
Technology Daily (August 22, 2002, PM Edition); “ Secret Court Rebuffs Ashcroft; Justice
Dept. Chided on Misinformation,” by Dan Eggen and Susan Schmidt, Washington Post, p.
A1 (August 23, 2002).

3 FISC op., 218 F. Supp. 2d at 613.
“1d. at 624-27.

®Inre Sealed Case, 310 F.3d 717 (U.S. Foreign Intell. Surveil. Ct. Rev. 2002) (hereinafter
Court of Review op.).

¢ The Foreign Intelligence Surveillance Act, P.L. 95-511, as amended (hereinafter FISA),
Title |, § 103, 50 U.S.C. § 1803, created both the U.S. Foreign Intelligence Surveillance
Court and the U.S. Foreign Intelligence Surveillance Court of Review. As originaly
constituted the FISC was made up of 7 U.S. district court judges publicly designated by the
Chief Justice of the United States. As amended by the USA PATRIOT Act, P.L. 107-56,
§ 208, the membership in the FISC was expanded to 11 members, at least 3 of whom must
live within a 20 mile radius of the District of Columbia. The U.S. Foreign Intelligence
Surveillance Court of Review is made up of 3 U.S. district court or U.S. court of appeals
judges publicly designated by the Chief Justice.

The current language of 50 U.S.C. 8§ 1803 provides:
§1803. Designation of judges

(a) Court to hear applications and grant orders; record of denial; transmittal to
court of review

The Chief Justice of the United States shall publicly designate 11 district
court judges from seven of the United Statesjudicial circuits of whom no fewer
(continued...)
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€ (...continued)

than 3 shall reside within 20 miles of the District of Columbia who shall
constitute acourt which shall havejurisdiction to hear applicationsfor and grant
ordersapproving el ectronic surveillanceanywherewithin the United Statesunder
the procedures set forth in this chapter, except that no judge designated under
this subsection shall hear the same application for el ectronic surveillance under
thischapter which hasbeen denied previously by another judge designated under
this subsection. If any judge so designated denies an application for an order
authorizing electronic surveillance under this chapter, such judge shall provide
immediately for the record a written statement of each reason for his decision
and, on motion of the United States, the record shall be transmitted, under seal,
to the court of review established under subsection (b) of this section.

(b) Court of review; record, transmittal to Supreme Court

The Chief Justice shall publicly designate three judges, one of whom shall
be publicly designated as the presiding judge, from the United States district
courts or courts of appealswho together shall comprise acourt of review which
shall have jurisdiction to review the denia of any application made under this
chapter. If such court determines that the application was properly denied, the
court shall immediately providefor therecord awritten statement of each reason
for its decision and, on petition of the United States for awrit of certiorari, the
record shall be transmitted under seal to the Supreme Court, which shall have
jurisdiction to review such decision.

(c) Expeditious conduct of proceedings; security measures for maintenance of
records

Proceedings under this chapter shall be conducted as expeditiously as
possible. The record of proceedings under this chapter, including applications
made and orders granted, shall be maintained under security measures
established by the Chief Justice in consultation with the Attorney General and
the Director of Central Intelligence.

(d) Tenure

Each judge designated under this section shall so serve for a maximum of
sevenyearsand shall not beeligiblefor redesignation, except that thejudgesfirst
designated under subsection (a) of thissection shall be designated for termsfrom
one to seven years so that one term expires each year, and that judges first
designated under subsection (b) of this section shall be designated for terms of
three, five, and seven years.

Thereferencein subsection (a), (b), and (c) to “thischapter” refersto chapter 36 of Title 18,
U.S.C., wherethe Foreign Intelligence Surveillance Act, asamended, iscodified. Thisact,
asamended, deal swith electronic surveillance (50 U.S.C. § 1801 et seq.), physical searches
(50 U.S.C. § 1821 et seq.), pen registers and trap and trace devices (50 U.S.C. § 1841 et
seg.), and “access to certain business records for foreign intelligence and international
terrorisminvestigations’ (50 U.S.C. § 1861). Thejudgesof the FISC aregiven jurisdiction
over applications for physical searches for the purpose of obtaining foreign intelligence
information anywhere in the United States under 50 U.S.C. § 1822(c). Under 50 U.S.C. §
1842(b), an application for an order authorizing or approving the installation and use of a

(continued...)
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Court of Review since its creation in 1978, was also released to the public. This
report will provide background on the Foreign Intelligence Surveillance Act, discuss
its statutory framework, and review these two decisions.

Background

Investigations for the purpose of gathering foreign intelligence giveriseto a
tension between the Government’s legitimate national security interests and the
protection of privacy interests.” The stage was set for legislation to address these
competing concerns in part by Supreme Court decisions on related issues. In Katz
v. United Sates, 389 U.S. 347 (1967), the Court held that the protections of the
Fourth Amendment extended to circumstances involving electronic surveillance of
oral communications without physical intrusion.? The Katz Court stated, however,
that its holding did not extend to casesinvolving national security.® In United Sates
v. United Sates District Court, 407 U.S. 297 (1972) (the Keith case), the Court
regarded Katz as “implicitly recogniz[ing] that the broad and unsuspected
governmental incursions into conversational privacy which electronic surveillance
entails necessitate the application of Fourth Amendment safeguards.”*® Mr. Justice
Powell, writing for the Keith Court, framed the matter before the Court as follows:

The issue before usis an important one for the people of our country and
their Government. It involves the delicate question of the President’s power,
acting through the Attorney General, to authorize electronic surveillance in
internal security matterswithout prior judicial approval. Successive Presidents
for more than one-quarter of a century have authorized such surveillance in
varying degrees, without guidance from the Congress or a definitive decision of
this Court. This case brings the issue here for the first time. Itsresolutionisa
matter of national concern, requiring sensitivity both to the Government’ sright

€ (...continued)

pen register or trap and trace device for foreign intelligence or international terrorism
investigations may be made to either a judge of the FISC or to a U.S. Magistrate Judge
publicly designated by the Chief Justice of the United States to have the power to hear
applicationsfor and grant orders on behal f of an FISC judge approving suchinstallation and
use. Similarly, under 50 U.S.C. § 1861(b), an application for an order for production of
tangiblethingsunder the* businessrecords’ provision may be made either to an FISC judge
or to aU.S. Magistrate Judge publicly designated by the Chief Justice of the United States
to hear such an application and to grant such an order on behalf of an FISC judge.

" The Fourth Amendment to the United States Constitution states:
The right of the people to be secure in their persons, houses, papers, and
effects, against unreasonabl e searches and seizures, shall not beviolated, and no
Warrants shall issue, but upon probable cause, supported by Oath or affirmation,

and particularly describing the place to be searched, and the persons or thingsto
be seized.

8 Katz v. United States, 389 U.S. 347, 353 (1967).
°1d., at 359, n. 23.
19 United States v. United States District Court, 407 U.S. 297, 313-14 (1972).
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to protect itself from unlawful subversion and attack and to the citizen’ sright to
be secure in his privacy against unreasonable Government intrusion.™*

TheCourt held that, inthecaseof intelligence gathering involving domestic security
surveillance, prior judicial approval wasrequired to satisfy the Fourth Amendment.*
Justice Powell emphasized that the case before it “require[d] no judgment on the
scope of the President’ s surveillance power with respect to the activities of foreign
powers, within or without the country.”** The Court expressed no opinion asto “the
issues which may be involved with respect to activities of foreign powers or their
agents.”** However, the guidance which the Court provided in Keith with respect to
national security surveillance in a domestic context to some degree presaged the
approach Congresswasto takein foreignintelligence surveillance. TheKeith Court
observed in part:

... Werecognize that domestic surveillance may involve different policy
and practical considerations from the surveillance of “ordinary crime.” The
gathering of security intelligence is often long range and involves the
interrelation of various sources and types of information. The exact targets of
such surveillance may be more difficult to identify than in surveillance
operations against many types of crime specified in Title Il [of the Omnibus
Crime Control and Safe Streets Act, 18 U.S.C. § 2510 et seq.]. Often, too, the
emphasis of domestic intelligence gathering is on the prevention of unlawful
activity or theenhancement of the Government’ s preparednessfor somepossible
future crisisor emergency. Thus, thefocusof domestic surveillance may beless
precisethan that directed agai nst more conventional typesof crimes. Giventhese
potential distinctionsbetween Titlelll criminal surveillancesandthoseinvolving
domestic security, Congress may wish to consider protective standards for the
latter which differ fromthose already prescribed for specified crimesin Titlelll.
Different standards may be compatible with the Fourth Amendment if they are
reasonable both in relation to the | egitimate need of Government for intelligence
information and the protected rights of our citizens. For the warrant application
may vary according to the governmental interest to be enforced and the nature
of citizen rights deserving protection. . . . It may bethat Congress, for example,
would judge that the application and affidavit showing probable cause need not

1407 U.S. at 299.
121d., at 391-321. Justice Powell also observed that,

National security cases. . . often reflect a convergence of First and Fourth
Amendment values not present in cases of “ordinary” crime. Though the
investigative duty of the executive may be stronger in such cases, so asoisthere
greater jeopardy to constitutionally protected speech. “Historically the struggle
for freedom of speech and press in England was bound up with the issue of the
scope of the search and seizure power,” Marcus v. Search Warrant, 367 U.S.
717,724 (1961). ... Fourth Amendment protections becomethe more necessary
when thetargets of official surveillance may be those suspected of unorthodoxy
in their political beliefs. The danger to political dissent is acute where the
Government attempts to act under so vague a concept as the power to protect
“domestic security.” . . ..

31d., at 308.
¥1d., at 321-22.
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follow the exact requirements of § 2518 but should allege other circumstances
more appropriate to domestic security cases; that the request for prior court
authorization could, in sensitive cases, be made to any member of a specially
designated court . . .; and that the time and reporting requirements need not be
so strict asthosein § 2518. The above paragraph does not, of course, attempt to
guidethe congressional judgment but rather to delineate the present scope of our
own opinion. We do not attempt to detail the precise standards for domestic
security warrants any more than our decision in Katz sought to set the refined
requirementsfor the specified criminal surveillanceswhich now constitute Title
I1l. Wedo hold, however, that prior judicial approval isrequired for the type of
domestic surveillance involved in this case and that such approval may be made
in accordance with such reasonable standards as the Congress may prescribe.’

Court of appeals decisions following Keith met more squarely the issue of
warrantless electronic surveillance in the context of foreign intelligence gathering.
In United Sates v. Brown, 484 F.2d 418 (5" Cir. 1973), cert. denied, 415 U.S. 960
(1974), the Fifth Circuit upheld the legality of awarrantless wiretap authorized by
the Attorney Genera for foreign intelligence purposes where the conversation of
Brown, an American citizen, wasincidentally overheard. TheThird Circuitin United
Sates v. Butenko, 494 F.2d 593 (3™ Cir. 1974), cert. denied sub nom, Ivanov v.
United States, 419 U.S. 881 (1974), concluded that warrantless electronic
surveillance was lawful, violating neither Section 605 of the Communications Act
nor the Fourth Amendment, if its primary purpose wasto gather foreign intelligence
information. Inits plurality decision in Zweibon v. Mitchell, 516 F.2d 594, 613-14
(D.C. Cir. 1975), cert. denied, 425 U.S. 944 (1976), the District of ColumbiaCircuit
took a somewhat different view in a case involving a warrantless wiretap of a
domestic organization that was not an agent of a foreign power or working in
collaboration with a foreign power. Finding that a warrant was required in such
circumstances, the plurality aso noted that “an analysis of the policiesimplicated by
foreign security surveillance indicates that, absent exigent circumstances, all
warrantless electronic surveillance is unreasonabl e and therefore unconstitutional .”

With the passage of the Foreign Intelligence Surveillance Act (FISA), P.L. 95-
511, Titlel, Oct. 25, 1978, 92 Stat. 1796, codified as amended at 50 U.S.C. § 1801
et seg., Congress sought to strike adelicate bal ance between these interestswhen the
gathering of foreign intelligence involved the use of electronic surveillance.™
Collection of foreign intelligenceinformation through el ectronic surveillanceisnow
governed by FISA and E.O. 12333."" This report will examine the provisions of

5407 U.S. at 323-24.

16 For an examination of the legislative history of P.L. 95-511, see S. Rept. 95-604, Senate
Committee on the Judiciary, Parts | and Il (Nov. 15, 22, 1977); S. Rept. 95-701, Senate
Select Committee on Intelligence (March 14, 1978); H. Rept. 95-1283, House Permanent
Select Committee on Intelligence (June 8, 1978); H. Conf. Rept. 95-1720 (Oct. 5, 1978);
Senate Reports and House Conference Report are reprinted in 1978 U.S Code Cong. &
Admin. News 3904.

1 Physical searchesfor foreign intelligence information are governed by 50 U.S.C. § 1821
et seg., whilethe use of pen registersand trap and trace devicesin connection with foreign
intelligence investigations is addressed in 50 U.S.C. 8§ 1841 et seq. Access to certain

(continued...)
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FISA which deal with electronic surveillance, in the foreign intelligence context, as
well as those applicable to physical searches, the use of pen registers and trap and
trace devices under FISA, and access to business records and other tangible things
for foreignintelligence purposes. Astheprovisionsof E.O. 12333 to some extent set
thebroader context withinwhich FISA operates, wewill briefly examineitspertinent
provisionsfirst.

Executive Order 12333

Under Part 2.3 of E.O. 12333, the agencies within the Intelligence Community
areto "collect, retain or disseminate information concerning United States persons
only in accordance with procedures established by the head of the agency concerned
and approved by the Attorney General, consistent with the authorities provided by
Part 1 of this Order. . . ." Among the types of information that can be collected,
retained or disseminated under this section are:

(a) Information that is publicly available or collected with the consent of
the person concerned;

(b) Information constituting foreign intelligence or counterintelligence,
including such information concerning corporations or other commercial
organizations. Collection within the United States of foreign intelligence not
otherwise obtainable shall be undertaken by the FBI or, when significant foreign
intelligence is sought, by other authorized agencies of the Intelligence
Community, provided that no foreign intelligence collection by such agencies
may be undertaken for the purpose of acquiring information concerning the
domestic activities of United States persons;

(c) Information obtained in the course of a lawful foreign intelligence,
counterintelligence, international narcotics or international terrorism
investigation;

(d) Information neededto protect the safety of any personsor organizations,
including those who are targets, victims or hostages of international terrorist
organizations;

(e) Information needed to protect foreignintelligence or counterintelligence
sources or methods from unauthorized disclosure. Collection within the United
States shall be undertaken by the FBI except that other agencies of the
Intelligence Community may also collect such information concerning present
or former employees, present or former intelligence agency contractors or their
present or former employees, or applicants for any such employment or
contracting;

(f) Information concerning persons who are reasonably believed to be
potential sources or contacts for the purpose of determining their suitability or
credibility;

(g) Information arising out of a lawful personnel, physical or
communications security investigation;

(i) Incidentally obtained information that may indicate involvement in
activities that may violate federa, state, local or foreign laws; and
() Information necessary for administrative purposes.

17 (...continued)
business records for foreign intelligence or international terrorism investigative purposes
is covered by 50 U.S.C. § 1861 et seq.
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In addition, agencies within the Intelligence Community may disseminate
information, other than information derived from signals intelligence, to each
appropriate agency within the Intelligence Community for purposes of allowing
the recipient agency to determine whether the information is relevant to its
responsibilities and can be retained by it.

In discussing collections techniques, Part 2.4 of E.O. 12333 indicates that
agencies within the Intelligence Community are to use

the least intrusive collection techniques feasible within the United States or
directed against United States persons abroad. Agencies are not authorized to
usesuch techniquesasel ectronic surveillance, unconsented physical search, mail
surveillance, physical surveillance, or monitoring devices unless they are in
accordancewith proceduresestablished by the head of the agency concerned and
approved by the Attorney General. Such procedures shall protect constitutional
and other legal rights and limit use of such information to lawful governmental
PUrposes. . . .

Part 2.5 of the Executive Order 12333 states that:

The Attorney General hereby is del egated the power to approve the usefor
intelligence purposes, within the United States or against a United States person
abroad, of any techniquefor which awarrant would berequired if undertaken for
law enforcement purposes, provided that such techniquesshall not beundertaken
unless the Attorney General has determined in each case that there is probable
causeto believethat the techniqueisdirected against aforei gn power or an agent
of a foreign power. Electronic surveillance, as defined in the Foreign
Intelligence Surveillance Act of 1978 [section 1801 et seq. of thistitle], shall be
conducted in accordance with that Act, as well asthis Order.

The Foreign Intelligence Surveillance Act

The Statutory Framework

Electronic surveillance under FISA. The Foreign Intelligence
Surveillance Act (FISA), P.L. 95-511, Titlel, Oct. 25, 1978, 92 Stat. 1796, codified
at 50 U.S.C. § 1801 et seq., as amended, provides a framework for the use of
electronic surveillance,*® physical searches, pen registers and trap and trace devices

1850 U.S.C. § 1801(f)(2) defines “€electronic surveillance” to mean:

(1) the acquisition by an electronic, mechanical, or other surveillance device of
the contents of any wire or radio communication sent by or intended to be
received by aparticular, known United States person who isin the United States,
if the contents are acquired by intentionally targeting that United States person,
under circumstances in which a person has a reasonable expectation of privacy
and awarrant would be required for law enforcement purposes;

(2) the acquisition by an electronic, mechanical, or other surveillance device of
the contents of any wire communication to or from apersonin the United States,
without the consent of any person thereto, if such acquisition occurs in the
United States, but does not include the acquisition of those communications of

(continued...)
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to acquireforeignintelligenceinformation.* This measure seeksto strike abalance

18 (...continued)
computer trespassersthat would be permissibleunder section 2511(2)(i) of Title
18;
(3) theintentional acquisition by an electronic, mechanical, or other surveillance
device of the contents of any radio communication, under circumstances in
which a person has a reasonabl e expectation of privacy and awarrant would be
required for law enforcement purposes, and if both the sender and all intended
recipients are located within the United States; or
(4) the installation or use of an electronic, mechanical, or other surveillance
device in the United States for monitoring to acquire information, other than
from awire or radio communication, under circumstancesin which aperson has
a reasonable expectation of privacy and a warrant would be required for law
enforcement purposes.

Theitalicized portion of Subsection 1801(f)(2) was added by Sec. 1003 of P.L. 107-56.
9 “Foreign intelligence information” is defined in 50 U.S.C. § 1801(e) to mean:

(1) information that relates to, and if concerning a United States person is
necessary to, the ability of the United States to protect against—
(A) actual or potential attack or other grave hostile acts of aforeign power
or an agent of aforeign power;
(B) sabotage or international terrorism by aforeign power or an agent of a
foreign power;
(C) clandestineintelligence activities by anintelligence service or network
of aforeign power or by an agent of aforeign power; or
(2) information with respect to aforeign power or foreign territory that relates
to, and if concerning a United States person is necessary to—
(A) the national defense or the security of the United States; or
(B) the conduct of the foreign affairs of the United States.

“International terrorism” is defined in 50 U.S.C. § 1801(c) to mean activities that:

(2) involveviolent acts or acts dangerousto human life that are aviolation of the
criminal laws of the United States or of any State, or that would be a criminal
violation if committed within the jurisdiction of the United States or any State;

(2) appear to be intended—
(A) to intimidate or coerce acivilian population;
(B) toinfluence the policy of agovernment by intimidation or coercion; or
(C) to affect the conduct of a government by assassination or kidnapping;
and
(3) occur totally outside the United States, or transcend national boundariesin
terms of the means by which they are accomplished, the persons they appear
intended to coerceor intimidate, or thelocalein which their perpetrators operate
or seek asylum.

“Sabotage” isdefinedin 50 U.S.C. § 1801(d) to mean “ activities that involve aviolation of
chapter 105 of Title 18, or that would involve such a violation if committed against the
United States.”
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between national security needs in the context of foreign intelligence gathering and
privacy rights.

Under 50 U.S.C. § 1802, the President, through the Attorney General, may
authorize electronic surveillance to acquire foreign intelligence information for up
to one year without a court order if two criteria are satisfied. First, to utilize this
authority, the Attorney General must certify in writing under oath that:

(A) the electronic surveillance is solely directed at —

(i) the acquisition of the contents of communications transmitted by
means of communications used exclusively between or among foreign
powers, as defined in section 1801(a)(1), (2), or (3) of thistitle; or

(it) the acquisition of technical intelligence, other than the spoken
communications of individuals, from property or premises under the open
and exclusive control of aforeign power, asdefined in section 1801(a)(1),
(2) or (3) of thistitle;

(B) thereisno substantial likelihood that the surveillance will acquire the
contents of any communication to which a United States person is a party; and

(C) the proposed minimi zation procedureswith respect to such surveillance
meet the definition of minimization procedures under section 1801(h) of this
title?! . . ..

% |n addition to the provisions dealing with electronic surveillance, physical searches and
pen registersand trap and trace devices, FISA includes a section which permitsthe Director
of the FBI or hisdesignee (whose rank may be no lower than an Assistant Special Agent
in Charge) to apply for an order requiring “production of any tangible things (including
books, records, papers, documents, and other items) for an investigation to obtain foreign
intelligence information not concerning a United States person or to protect against
international terrorism or clandestine intelligence activities. .. .” 50 U.S.C. § 1861(a)(1).
Where such an investigation is of a United States person, it may not be conducted “solely
upon the basis of activities protected by the first amendment to the Constitution.” Id.
Although this section is entitled “ accessto certain business records for foreign intelligence
and international terrorism investigations,” it encompasses substantially more than just
business records. The current language of 50 U.S.C. 88 1861 and 1862 (which deals with
congressional oversight of all such requestsfor production of tangible things under § 1861)
was added by the USA PATRIOT Act, and amended by P.L. 107-108. It replaced former
50 U.S.C. 88 1861-1863, added by P.L. 105-272, title VI, § 602, 112 Stat. 2411 (Oct. 20,
1998), which defined variousterms, providedfor applicationsfor ordersfor accessto certain
limited types of business records (relating to recordsin the possession of common carriers,
physical storagefacilities, public accommodation facilities, and vehiclerental facilities) for
foreign intelligence and international terrorism investigations, and provided for
congressional oversight of such records requests.

H.R. 1157, 108" Congress, asintroduced, would amend 50 U.S.C. § 1861 to prohibit
applications from being made under that section “with either the purpose or effect of
searching for, or seizing from, a bookseller or library documentary materials that contain
personally identifiable information concerning a patron of a bookseller or library,” but
would not preclude aphysical searchfor such documentary materialsunder other provisions
of law. Thismeasurewould al so expand reporting requirementswith respect to applications
for tangible things under 50 U.S.C. § 1861.

2 Minimization procedures with respect to electronic surveillance are defined in 50 U.S.C.
(continued...)
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21 (_..continued)
§ 1801(h) to mean:

(1) specific procedures, which shall be adopted by the Attorney General,
that are reasonably designed in light of the purpose and technique of the
particular surveillance, to minimize the acquisition and retention, and prohibit
thedissemination, of nonpublicly availableinformation concerning unconsenting
United States persons consistent with the need of the United States to obtain,
produce, and disseminate foreign intelligence information;

(2) procedures that require that nonpublicly available information, which
is not foreign intelligence information, as defined in subsection (e)(1) of this
section, shall not be disseminated in a manner that identifies any United States
person, without such person’ sconsent, unlesssuch person’ sidentity isnecessary
to understand foreign intelligence information or assess its importance;

(3) notwithstanding paragraphs (1) and (2), procedures that alow for the
retention and dissemination of information that is evidence of acrimewhich has
been, is being, or is about to be committed and that is to be retained or
disseminated for law enforcement purposes; and

(4) notwithstanding paragraphs (1), (2), and (3), with respect to any
electronic surveillance approved pursuant to section 1802(a) of this title,
procedures that require that no contents of any communication to which a
United States personis a party shall be disclosed, disseminated, or used for any
purpose or retained for longer than 72 hours unless a court order under section
1805 of thistitleis obtained or unless the Attorney General determinesthat the
information indicates a threat of death or serious bodily harm to any person.

Sec. 314(a)(1) of H. Rept. 107-328, the conference report on the Intelligence Authorization
Act for Fiscal Year 2002 to accompany H.R. 2883, amended 50 U.S.C. § 1801(h)(4) to
changeto 72 hourswhat was previously a24 hour period beyond which the contents of any
communication to which aU.S. person is a party may not be retained absent a court order
under 50 U.S.C. § 1805 or afinding by the Attorney General that the information indicates
athreat of death or seriousbodily injury. Theconferenceversion of H.R. 2883 received the
approbation of both houses of Congress, and was forwarded to the President on December
18, 2001, for his signature. It became P.L. 107-108.

“United States person” isdefined in 50 U.S.C. § 1801(i) to mean

acitizen of the United States, an alien lawfully admitted for permanent residence
(as defined in section 1101(a)(20) of Title 8), an unincorporated association a
substantial number of members of which are citizens of the United States or
aliens lawfully admitted for permanent residence, or a corporation which is
incorporated in the United States, but does not include a corporation or an
association which isaforeign power, as defined in subsection (a)(1), (2), or (3)
of this section.

“Foreign power” isdefined in 50 U.S.C. § 1801(a) to mean:

(1) a foreign government or any component thereof, whether or not
recognized by the United States;
(2) afaction of aforeign nation or nations, not substantially composed of
United States persons,
(3) an entity that is openly acknowledged by a foreign government or
(continued...)
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21 (_..continued)

governments to be directed and controlled by such foreign government or
governments;

(4) agroup engaged in international terrorism or activitiesin preparation
therefor;

(5) aforeign-based political organization, not substantially composed of
United States persons; or

(6) an entity that is directed and controlled by a foreign government or
governments.

“Agent of aforeign power” isdefined in 50 U.S.C. § 1801(b) to mean:

(2) any person other than a United States person, who--

(A) actsin the United States as an officer or employee of aforeign
power, or as a member of aforeign power as defined in subsection (a)(4)
of this section;

(B) acts for or on behalf of a foreign power which engages in
clandestine intelligence activities in the United States contrary to the
interests of the United States, when the circumstances of such person’'s
presencein the United Statesindicate that such person may engagein such
activitiesinthe United States, or when such person knowingly aids or abets
any person in the conduct of such activities or knowingly conspires with
any person to engage in such activities; or
(2) any person who--

(A) knowingly engagesin clandestineintelligence gathering activities
for or on behalf of aforeign power, which activitiesinvolve or may involve
aviolation of the criminal statutes of the United States;

(B) pursuant to the direction of an intelligence service or network of
aforeign power, knowingly engages in any other clandestine intelligence
activities for or on behalf of such foreign power, which activities involve
or are about to involve aviolation of the crimina statutes of the United
States,

(C) knowingly engages in sabotage or international terrorism, or
activitiesthat are in preparation therefor, or on behalf of aforeign power;
or

(D) knowingly enters the United States under a false or fraudulent
identity for or on behalf of aforeign power or, while in the United States,
knowingly assumes a false or fraudulent identity for or on behaf of a
foreign power; or

(E) knowingly aids or abets any person in the conduct of activities
described insubparagraph (A), (B), or (C) or knowingly conspireswith any
person to engage in activities described in subparagraph (A), (B), or (C).

Asintroduced, both S. 113 and aparallel bill S. 123, 108" Congress, would amend the
definition of “foreign power” in 50 U.S.C. § 1801(a)(4) to read “a person, other than a
United States person, or a group that is engaged in international terrorism or activitiesin
preparation therefor.” As reported out of the Senate Judiciary Committee on March 11,
2003, S. 113, 108™ Congress, would strike thislanguage amending the definition of “foreign
power” in 50 U.S.C. § 1801(a)(4), and would instead amend the definition of “agent of a
foreign power” in 50 U.S.C. § 1801(b)(1) to add a new subparagraph “(C) engages in
international terrorismor activitiesin preparation therefor; or.” Theeffect of thislanguage
would betoincluded in the definition of “agent of aforeign power” non-U.S. personswho

(continued...)
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Second, inorder for the President, through the Attorney General, to usethisauthority

... the Attorney Genera [must report] such minimization procedures and any
changes thereto to the House Permanent Select Committee on Intelligence and
the Senate Select Committee on Intelligence at least thirty days prior to their
effective date, unless the Attorney General determines immediate action is
required and notifies the committeesimmediately of such minimization and the
reason for their becoming effective immediately.

Such electronic surveillance must be conducted only in accordance with the Attorney
General’ s certification and minimization procedures adopted by him. A copy of his
certification must be transmitted by the Attorney General to the court established
under 50 U.S.C. § 1803(a) (hereinafter the FISC).?* This certification remainsunder

2 (...continued)

engageininternational terrorismwithout requiring affiliation with aninternational terrorist
group. This provision would be “subject to the sunset provision in section 224 of the USA
PATRIOT Act of 2001 (Public Law 107-56, 115 Stat. 295), including the exception
provided in subsection (b) of such section 224.” S. 113, Sec. (b), as reported. The sunset
provision in Section 224 of P.L. 107-56, would take effect on December 31, 2005. A
precursor of S. 113 and S. 123, asintroduced, was S. 2586, introduced inthe 107" Congress.
Hearings were held on that measure before the Senate Select Committee on Intelligence on
July 31, 2002. For a more detailed discussion of S. 113, see CRS Report RS21472, by
Jennifer Elsea, entitled “Proposed Change to the Foreign Intelligence Surveillance Act
(FISA) under S. 113" (March 25, 2003).

Section 1503 of S. 22, 108" Congress, if enacted, would, in effect, eliminatethe sunset
provision (as applicable to all sections not excepted from its terms by Section 224), by
bringing all of those provisionswhich would sunset on December 31, 2005, back into force
on January 1, 2006.

2 Under 50 U.S.C. § 1803(a), as amended by Section 208 of P.L. 107-56, the Chief Justice
of the United States must publicly designate eleven U.S. district court judges from seven of
the United Statesjudicial circuits, of whom no fewer than three must reside within 20 miles
of the District of Columbia. These eleven judges constitute the court which hasjurisdiction
over applications for and orders approving electronic surveillance anywhere within the
United States under FISA. If an application for electronic surveillance under this Act is
denied by one judge of this court, it may not then be considered by another judge on the
court. If ajudge denies such an application, he or she must immediately provide awritten
statement for therecord of the reason(s) for thisdecision. If the United Statesso moves, this
record must then be transmitted under seal to a court of review established under 50 U.S.C.
§1803(b). The Chief Justice also publicly designates the three U.S. district court or U.S.
court of appeals judges who together make up the court of review having jurisdiction to
review any denial of an order under FISA. If that court determines that an application was
properly denied, again a written record of the reason(s) for the court of review’s decision
must be provided for the record, and the United States may petition for awrit of certiorari
to the United States Supreme Court. All proceedings under this Act must be conducted
expeditiously, and the record of all proceedingsincluding applications and orders granted,
must be mai ntained under security measures established by the Chief Justicein consultation
with the Attorney General and the Director of Central Intelligence. 50 U.S.C. § 1803(c).
(continued...)
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seal unless an application for acourt order for surveillance authority is made under
50U.S.C. §81801(h)(4) and 1804,% or the certification isnecessary to determinethe
legdlity of the surveillance under 50 U.S.C. § 1806(f).** 50 U.S.C. § 1802(a)(2) and

@(3).

2 (...continued)

Section 2 of S. 436, 108" Congress, as introduced, would add a new 50 U.S.C.
81803(e), authorizing the FISC and the Foreign Intelligence Surveillance Court of Review
“to establish such rules and procedures, and take such actions, as are reasonably necessary
to administer their responsibilities under this Act.” These rules and procedures would be
recorded and transmitted to the judges of these two courts, the Chief Justice of the United
States, the House and Senate Judiciary Committees, the Senate Select Committee on
Intelligence, and the House Permanent Select Committee on Intelligence. S. 436 also
includes new reporting requirements. The Attorney General would be required to issue a
public annual report on: aggregate numbersof U.S. personstargeted for ordersissued under
FISA for electronic surveillance, physical searches, pen registers, and access to records
under section 501 of the Act (18 U.S.C. § 1861); the number of timesthe Attorney General
has authorized information obtained under 50 U.S.C. §8 1806, 1824, 1842, or 1861, or any
derivative information, to be used in a criminal proceedings; and the number of times that
astatement whichisrequired under 50 U.S.C. 88 1806(b) (electronic surveillance), 1825(c)
(physical searches), or 1845(h) (pen registers) to accompany disclosure of information
obtained under FISA or derived therefrom was completed, stating that such information
“may only be used in acriminal proceeding with the advance authorization of the Attorney
Genera.” Inaddition, S. 436 would requirethe Attorney General’ s public report toinclude,
“in amanner consistent with the protection of the national security of the United States,”:

(A) the portions of the documents and applications filed with the courts
established under section 103 [50 U.S.C. § 1803] that include significant
construction or interpretation of the provisionsof thisAct or any provision of the
United States Constitution, notincluding thefactsof any particular matter, which
may be redacted;

(B) the portions of the opinions of the orders of the courts established under
section 103 that include significant construction or interpretation of the
provisions of this Act or any provision of the United States Constitution, not
including the facts of any particular matter, which may be redacted; and

(C) in the first report submitted under this section, the matters specified in
subparagraphs (A) and (B) for al documents and applications filed with the
courtsestablished under section 103, and all otherwise unpublished opinionsand
ordersof that